the pattern atlas

of system
vulnerabllities
o BN PETER STOYKO
s 4//////// RSD11 SYMPOSIUM
af oo UNIVERSITY OF BRIGHTON
= ) et L e BRIGHTON, UK
i C e 10 ’
e/ ® . ” R A A .
AN o B EREE]




P

| |
SYo | EMVIZ

wWww.systemviz.com



IN Progress

how SIMALL playcers
change B1G systems




concept-driven Inquiry

ILLUSTRATIVE 3 SENSITIZING == ATTENTIONAL
VISUAL ANCHOR CONCEPTS SENSITIZATION




‘ 7\ y it
e e P

' i LW NN S e e W L . g ' ' . '
) B i & o : '.H :_ '- 4\.-- “‘"4-‘-- v TR '.‘ ! ‘ “\‘ e la < ' .\
’ '*J,; e TRy "}‘“\c’s.-"b‘c.:m m" Y e i . i " .
a .‘ - _ & - N T ™ T SAT , \ )
\
.

B magnets for the min

.







VISUAL
VOCABULARY

OBONOS




AN
/
\(»

visual vocabulary

SYSTEM TAXONOMY

Six broad categories of system element cut across the
various literatures about systems. Any holistic
discussion of system should touch on each of them.

TYPES OF SYSTEM

System elements are grouped loosely into three broad
types of system. The groups are additive (complicated
includes simple, complex includes all items).

JRIVER

SHAPE :: SUPERELLIPSE

A DRIVER IS THE ACTIVE CAUSE OF
SOME HAPPENING WITHIN THE SYSTEM.
IT CAN ALSO BE THOUGHT OF AS A
MOTIVE FORCE, MOVER, FLOW, AGENT,
OR ACTANT DEPENDING ON THE SYSTEM.
IN ALL CASES, THERE IS AN ACTOR
AND AN ACTION, ALTHOUGH ONE OF
THOSE MAY BE SOMEWHAT IMPLICIT.

SICNA

A SIGNAL IS COMMUNICATION THAT SHAPE :: EPITROCHOID
CAN POTENTIALLY TRIGGER SOME
ACTION. A SIGNAL CAN TAKE HANY
PHYSICAL FORMS: SCENTS, SOUNDS,
VISUAL STIMULI, ELECTRICAL PULSES,
HESSAGES, ET CETERA. A TRANSHITTED
SIGNAL IS NOT NECESSARILY RECEIVED
NOR INTERPRETED CORRECTLY.

A STATE IS A CONDITION OF A
SYSTEM OR OBJECTS WITHIN IT.
MODE, PHASE, AND STATUS ARE
TERMS OFTEN USED FOR STATES.
THE CONDITION MAY BE STATIC

OR DYNAMIC, ALTHOUGH MANY STATES

THAT APPEAR “STEADY" CAN MASK

A LOT OF UNDERLYING TURMOIL.

S1AL

SHAPE :: MOKKOUGATA

A BOUNDARY SEPARATES DIFFERENT
PARTS OF A SYSTEM. BOUNDARIES CAN
BE FIXED OR MOVEABLE, REAL OR
IMAGINARY, IMPERVIOUS OR POROUS.
THE MAJOR DISTINCTION BETHEEN
OPEN AND CLOSED SYSTEMS DEPENDS
ON THE EXCLUDING CAPACITY OF THE
SYSTEM'S OUTER BOUNDARY (OR EDGE).

SOUNDAR

SHAPE :: ASTROID

A RELATION IS THE DYNAMIC BETWEEN
THO OR MORE OBJECTS (OR TYPE OF
OBJECT) IN A SYSTEM. A RELATION MAY
BE A SHORT-LIVED INTERACTION OR AN
ONGOING SERIES OF INTERACTIONS.
THE PATTERNS OF INTERACTION ARE
WHAT MAKE A SYSTEM PREDICTABLE

OVER TIME.
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SHAPE :: OVATE

ols

A DOMAIN IS THE CONTEXT IN WHICH
THE SYSTEM (OR PARTS THEREOF)
EXISTS. THE PHYSICAL ENVIRONMENT,
SETTINGS, OR SURROUNDINGS WILL
INFLUENCE HOW OTHER PARTS OF THE
SYSTEM ACT. CONCEPTUAL SPHERES,
PARADIGHS, OR EPISTEMES SHAPE

CONSTRUALS WITHIN THE SYSTEM.

SHAPE

VIALIN

HEXAGON

SIMPLE

COMPLICATED

COMPLEX

from silos to buckets

The idea of a general theory of systems
has gone in and out of fashion over the
last century. The pendulum has swung
away because of the narrowing of acade-
mic and professional disciplines. We now
have many specialized vocabularies for
describing systems. Indeed, the very
notion of what a system is has fragment-
ed. This development runs counter to a
core premise of systems thinking: the
world is understandable only insofar as
we see how parts relate to wholes. How
far can we get if only a thin sliver of the
whole is considered at once? Even if a
unified general theory is unrealistic, the
value of an ongoing conversation across
disciplinary silos is clear. Yet without
common points of reference, how can
such a conversation take place?

This inventory offers common points of

ATTRACTOR

An object that draws other
objects towards itself; a
bias in favor of an appealing
position, object, or state;
the value in a growth pole.

PROXIMATE DRIVER
A necessary and sufficient
cause that directly affects
another variable; a cause
that is immediately evident
in time and space.

ENABLER

A contributory cause; can
encourage change (promo-
ters), consolidate gains
(reinforcers) or reduce
resistance (enforcers).

CYCLE

A repeating process or
iterative effort towards a
goal; an ongoing circulation
or recycling of elements
within a system; loop.

OPPOSER

A factor discouraging or
resisting change; a counter-
acting or counter-balancing
agent; an antibody; an ant
thetical influence.

GENATOR

The original impetus or
trigger of a sequence of
events; an initiating cause
or stimulus; a foundational
event or seed object.

MOTIVE

The underlying motivation
of an agent to seek a goal;
can be internal (instinct,
need) or external (incentive,
inducement, persuasion).
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REPELLER

An object that pushes other
objects away from itself; an
aversion to an undesirable
position, object, or state; a
feared danger or harm.

GOAL SEEKING

The objective or target of a
part of the system or the
system itself; even within
designed systems, goals
may not align perfectly.

AMPLIFIER

A combination of factors or
process that increases the
magnitude of an effect; a
source of leverage; a
reagent or accelerrant.

DAMPENER

A combination of factors or
process that reduces the
magnitude of an effect; a
muting; sapping of energy,
power, or momentum.

ANTICIPATION

An expectation or prediction
of a future happening; an
imagined future or scenario;
may itself trigger actions,
including self-fulfilling ones.

CONDUIT

A path along which actors
are expected to move; the
medium that connects
nodes in a network or
process.

CONTROL POINT
Contact between a subject
and object whereby power
orinfluence can be exerted;
a time and place where
direction is expected.
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FEED-BACK

Information about the
outputs of an action are
routed back as inputs to
further action (or inaction).

TRAIL

Residual left behind afteran
action; the accumulated
effects of past actions show-
ing a pattern; traces left to
coordinate (stigmergy).

TRANSMITTER

An object that sends out a
signal; the encoding of
meaning for purposes of
communication.

STATUS DISPLAY
Regularly updated inform-
ation about a particular
object; an identifier for
verification; an indicator of
intent or receptivity.

MONITOR

Active scanning of a pro-
cess or domain to compare
with an expected state; the
detection of anomalies;
focality of attention.

RECEPTIVITY
Selectively attending to
signals based on the their
compliance with protocols
or possession of qualities
needed for interpretation.

INSTRUCTION
Algorithms that determine
agent (inter)actions; pro-
grammed decision- and
learning procedures; encod-
ings or protocols.

THROUGH-PUTTING
The transmission of signals
through a chain, with the
potential for the signal to
change at each juncture;
serial signalling.

RECEPTOR

An object that receives a
signal, often ignoring or
filtering irrelevant signals;
the decoding and
interpretation of signals.

SIGNS

Physical or virtual annota-
tions in the environment;
information found in context
to guide action.

DECAY

The declining usefulness of
information and data over
time; the weakening of
signal caused by distance
and impediments.

CUE

A signal about the appro-
priate timing to begin or end
a process or activity; a
timing marker to coordinate
activities.

STOCK

A discrete collection of
consumable or expendable
resources for future use;
storage or pooling of
materials.

CAPACITY

The finite ability to handle a
particular quantity of
activity or items; the
optimal volume(s) at which
a function operates.

LOAD

A stock of items being
moved under containment
conditions; the controlled
transportation or
distribution of objects.

REDUNDANCY

Multiple stockpiles or
parallel sub-systems that
act as a back-up, fail-safe,
or extended capacity.

ASSEMBLY

Building blocks with which
system structures are
formed expediently but with
integrity; the materials and
componentry of a system.

ORDERING

Putting items into a formal
arrangement that serves
system requirement:
sequencing or prioritizing
items in a process.

LOAD BALANCING
Redistributing activity or
items to even out capacity in
use across a system; shift-
ing burden from over- to
under-utilized subsystems.

TRANSITION

Changing from one state to
another, often depicted as
phases or stages of change;
the process of developing a
new attribute.

STANDARD

A set of items made more or
less uniform; conformity to
a set of basic criteria of
acceptability; interchange-
able commodities.

(RE)DISTRIBUTION
The dissemination or circu-
lation of resources through-
out a system, including the
reallocation of stocks in the
future.

(DE)ACTIVATION
The transition from passive
object to active entity, or
visa versa; emerging from,
or descending into, a
dormant or latent state.

ROLE

The performative function
an actor adopts in the
moment to complete
responsibilities or tasks;
division of labor.

RESET

Returning to original
conditions or earlier state;
reboot or redo that restores
default settings or recali
brates using new data.

DISSIPATION

Emanate outwards; scatter;
Reduce in concentration or
disperse a substance into
the surroundings for
functional reasons

CONTAINER

A boundary that groups and
isolates objects; the
restriction of movement to
a confined space or domain.

SEMI-PERMIABLE

A barrier that blocks some
objects or substances while
allowing others to pass
through; a filter.

GATE

A controlled opening in a
barrier; a barrier opening
that allows passage of
objects that meet certain
criteria.

PROTECTOR

A barrier preventing damage
to an object by blocking or
reflecting unwanted forces.

GAP

Spatial separation of
objects; a discontinuity in a
conduit; the distance that
prevents mutual exposure
of agents.

TERRITORY

The boundaries between
control structures; the
demarkation of spatial area
with a particular meaning or
symbolic significance.

EXPULSION

Removal of materials,
agents, or threats from a
bounded space; disposal;
exile.
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DIVIDER
A boundary that keeps two
or more distinct objects or
concepts apart from each
other; a hard distinction or
separation.

BARRIER

A boundary that prevents
objects or substances from
passing through from one
domain to another; a
defended front or border.

PATH CONSTRAINT

A barrier that limits the flow
or trajectory of agents; the
contained channeling of
substances within certain
parameters.

NOTIONAL BOUNDARY
A conceptual boundary or
delineation; can be tangible
inits effects; includes
useful distinctions and
mental categories.

EDGE

Outer boundary that defines
the scope of domain or
system; an isolating barrier
of a closed system or an
open-system demarcation.

BRIDGE

A passage over or across
one or more boundaries; a
connection between
different domains
separated by boundaries.
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CLUSTER

Elements defined as a
group by virtue of proximity
and coexistence; a neigh-
bourhood or conglomera-
tion.

GROUP

An affiliated collective of
actors that share patterns
of behavour or thinking; a
collective acting according
to a shared logic (herd).

DOMINATION

The continual exertion of
power and control over a set
of objects or actors; over-
whelming power across part
of domain or system.

DIFFERENTIATION

A contrast between other
items or actors in a system;
establishing a productive
niche; progressive
speciation.

INTERSECTION

The point of contact
between two entities; the
cross-roads at which
actors, forces, orideas
coincide.

COORDINATION

The orchestration of actors
in the execution of tasks
and processes, either
through self-organization
or management.

CHECK

Cross-regulating actors;
keeping activity of opposing
actor within an acceptable
range (inhibiting excess or
bolstering deficiency).
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MUTUALISM

A relationship whereby both
parties benefit; reciprocity,
or beneficial cooperation; a
relationship characterized
by positive-sum gains.

RANK

The hierarchical status
bestowed on an object or
actor; vertical ordination
based on criterion deemed
salient to system operation.

COMPATIBILITY
Capable of useful
connection or transfer
between two parts of a
system; a functional
interface; interoperability.

SET

The complete collection of
components for a functional
assembly; a group of
objects necessary for an
organizational unit.

COMMENSALISM

An arrangement in which
one party is dependent
upon another but that
dependence is neither
harmful nor helpful.

HOMOPHILY

The self-sorting of actors
into homogeneous groups;
the tendency of like-actors
to affiliate with like-actors
over time.

ASYMMETRY
Imbalance of power, risk,
resources, access, or
opportunity; unevenness
can cause realignment
within the system.

DOMAIN SPACE

The physical or virtual area
in which a system (or parts
thereof) exist; the para-
meters defining the extent
of the space.

PERIPHERY

Existing on or near the outer
edges of a space, boundary,
group, or field of activity;
the hinterland of a domain;
an area of relative neglect.

FRICTION

A source of passive resist-
ance that hinders activity
within a domain; a mild
drain of energy because of
effort needed to overcome.

REFERENCE POINTS
Features in the context that
can act as orienting
devices, including markers
(features singled out for
special consideration).

RESOURCES

The availability and access
to the factor inputs needed
for a process; sustainable
and predictable supply of
assets.

SYMBOLIC MILIEU
Widely shared and observed
symbolic meanings required
for interpretation; prevailing
linguistic conventions for
sense-making in a domain.

PERIOD

Demarcation of time into
discrete spans, often with
each assigned a meaning;
specified intervals; temporal
domains between epochs.
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CENTRALITY

The hub around which
activity concentrates; the
concentration of power or
control within a core of
activity.

OBSTACLE

A discrete impediment to be
overcome or obstruction to
be circumvented in order to
proceed.

ZONE

An area or place amenable
to, or specifically devoted
to, a purpose; a context
with a special functional
quality.

SUPPORT STRUCTURE
Constructed supports
(including underlying or
hidden infrastructure) that
enables activity.

DESERT

A space in which resources
have been depleted or are
scarce to begin with; harsh
environment for production
or activity.

STRATA

Levels of activity and
location that overlap and
underlie, including hidden
layers; sub- and super-
strates of a system.

in the spirit of vi I y
building. The inventory began by looking at
system as a genre across disciplinary

literatures; that is, as a set of persistent
features over time and across contexts
(Siskin, 2017). Everything from mechanical
control systems to natural ecosystems
has been taken into account. The various
system elements and dynamics were
grouped, abstracted into generic classes,
and organized into six buckets. Much
"lumping" and "splitting" is going on here.
Despite best efforts, the inventory is
nonexhaustive; there will inevitably be
something missing, so this inventory is in
no sense "done.” The labels and distinc-
tions are ones "in good currency" (Schén,
1970), which may not be the trendiest
coinages nor reflect the nuances of every
school of thought. But that is very much
the point of a common reference.

system sight

We learn much about our world by singling
out particular patterns for special consid-
eration and assigning labels. We are visual
creatures, so we add an archetypal image
to that label in our memory—we "dual
code” the concept. Without these mental
distinctions, we would glance past much
of what we see as insignificant noise.
That is how a large visual vocabulary
makes us more discerning observers.

Systems are a challenge to study because
there are so many potential dynamics and
organizing principles to keep track of.
Moreover, systems operate at many differ-
ent levels of analysis. Even experienced
analysts have a hard time juggling all the
relevant patterns in the mind. Now
consider the difficulties that a diverse
group of co-designers encounters.
Members often talk past one another
without a common vocabulary. A visual
vocabulary in document form—a codex—
goes even further in stimulating dialogue
by offering a handy checklist of things to
consider. This checklist is also a useful
teaching tool.

design
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LAG

A time delay or perceived
delay between cause and
effect that has implications
for system behavior; loose-
ness of timing; latency time.

OUTLIER

An atypical case that a
system has to handle; a
rare edge case; an
improbable occurence or
condition.

BRANCHING

The divergent path of an
agent or process; a bifurca-
tion point can be controlled
or very unstable depending
on the type of system.

DISRUPTOR

A factor causing a system
deviation or breakage, either
internal contradiction or
outside perturbation (anti-
gen or exogenous shock).

INFLECTION

A turning point or critical
juncture; a change in
direction caused by
circumstance or a shift in
priorities; a pivot.

RECURSION
Complicated activities
broken down into smaller,
iterative, repeating actions;
propagation through
patterned repetition.

ENTRAINMENT

Changes to an actor apply to
arelated sub-set of objects;
actors caught up in another
actor's activities (or after-
math); direct following.

SIDE EFFECT
Incidental results of an
action, often unanticipated;
an externality, with benefits
or harms not accruing to
the causal agent.

KLUDGE

A work-around or coping
strategy used to overcome
blockages; a temporary or
makeshift augmentation
that endures over time.

WAVE

Unevenness (surge or flux)
in activity occurring within
a system; the build-up of
factors acting in concert or
with similar timing.

PARALLELISM
Concurrent processes that
complement each other; the
division of tasks into sub-
tasks that are handled sim-
ultaneously; epiphenomena.

EQUIFINALITY
Multiple activities lead to
the same outcome because
of a system dynamic or
arrangement of constraints.

DERIVATION
Predictable result from a
combination or set of
conditions; variation
inspired by preexisting
source(s).

INTERFERENCE

Signals competing for
attention; confusion caused
by mixed or conflated
signals; potentially harmful
dis- and misinformation.

EXCHANGE
Communicative interaction
between two agents,
including the rituals and
negotiation of the terms of
engagement.

NOISE

Meaningless observations
that distract, making
detection of useful signal
difficult; false signals that
can potentially overwhelm.

FEED-FORWARD
Information about an
impending action is sent
out ahead of time to cause
aresponse.

META-MEANING
Inferences derived from a
set of signals about more
general patterns; big-
picture patterns that
affect system activity.

CORRESPONDENCE
Perceived to be of a kind;
how well an object can be
matched with like objects
and categorized; strictness
or looseness of categories.

ALERT

A warning signal intended
to mobilize a response; an
attention grabbing notifica-
tion caused by an input; a
defensive signal.

INDICATOR

Indirect or partial signal of
status; a symptom of a
deeper cause; a summary of
the status or actions of a
set of items.

ECHO

Inadvertent signal gener-
ated by actions; residual
signs of presence and
activity that get transmit-
ted; data exhaust.

CO-PROCESSING
Processing of signals and
encodings across several
interpreters; joint delibera-
tion; collective interpreta-
tion norms and conventions.

REACTIVITY
Sensitivity to signals, risks,
or drivers; reactions can
differ in magnitude, speed,
and so forth; potential for
over- or under-reaction.

TRANSLATION
Conversion of one type of
signal into another;
expressing a message or
encoding using a different
medium.
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EROSION

The decay of an object due
to repeat exposure to
actants; degradation of
system parts due to wear
and tear.

STANDBY

Capacity held in reserve
until it is needed, often as a
back-up orin case of surg-
ing demand; readiness for
emergencies.

FAULT

A malfunction or error that
impedes system activities
or causes general failure;
often unnoticed or creates
symptoms elsewhere.

DIVERSITY WITHIN
Differences within a parti-
cular category of object;
variation of shared attri-
butes within an otherwise
like group.

FAULT RECOVERY
Correction or compensation
that minimize impact of
faults on a system after the
fact; the activation of work-
arounds and fail-safes.

PHASE SPACE

All the possible states of a
system given its many
variables; possibility space;
each point can be thought
of as a system micro-state.

DYNAMIC BALANCE
Maintaining balance while
undergoing change;
continually compensating
for varied forces that push
towards state of imbalance.

MULTI-FUNCTION
The ability to perform more
than one type of task and
make judgements about
task suitability; contrast
with unitasking function.

MAINTENANCE

The restoration of opera-
tions after a malfunction;
ongoing preservation
activities to retain
functionality.

FAULT DETECTION
Self-diagnosis, self-
monitoring, and system-
problem identification;
detection, prognosis,
diagnosis of problems.

DIVERSITY BETWEEN
Differences between
categories of object; the
categorical distinctions
reflect a variation in kind or
fundamental property.

SCALABILITY

The ability to expand
capacity; the construction
of increased ability to
handle volume of process-
ing or traffic.

ACCUMULATION

The build-up of items or
experiences over time; can
affect system gradually or
once the build-up reaches a
threshold; a memory bank.

TOLERANCE

Permissible variation in pre-
cision or accuracy allowing
continued operation; ability
to cope with anomalies or
faults without interruption.

BUFFER

A boundary or zone that
diminishes, delays, or other-
wise alters a driver or its
impact while passing
through.

REACTIVE BOUNDARY
A boundary that responds
to forces and acts as an
actant in its own right; a
dynamic boundary.

LAYER

The combination of two or
more complementary
boundaries, each of which
may have different
functional qualities.

ABSORPTION

A barrier that allows pass-
age through at a gradual
rate based on a capacity to
process or make use of;
controlled seepage into.

BOUNDARY SHIFT
The movement or
negotiation of a fixed
boundary; the expanded
parameters of an edge.

PERMISSIONS

The control of activity with-
in a bounded area; the for-
mal and informal conditions
of access to a domain;
bounded activity.
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BOTTLE-NECK

A boundary that limits the
passage of objects to a
narrow gap; constraints
forcing a flow to concen-
trate at a point or opening.

LEAKAGE

The escape or inadvertent
release of items from a
containment boundary; the
gradual seepage of items
out of a space or domain.

INTERCHANGE

A place along a boundary for
the two-way movement of
traffic; the connection point
between conduits that can
be traversed.

DIRECTED BOUNDARY
A boundary that functions
differently depending on
what side is facing;
boundary sides with
different qualities.

COMPARTMENT

Some dynamics within a
system are contained in
sub-systems or modules,
with constrained dynamics
across modules; partition.

BOUND POSSIBILITY
A system stuck within sub-
set of possible states due
to mental or physical limits;
phase states unexplored or
deemed problematic.

COMPETITION

Striving in self-interested
pursuit of a goal shared by
rivals; attempts to best
others by acquiring power,
status, or resources.

PROPINQUITY

The process by which
affiliated actors become
more alike over time; the
homogenization produced
by conformity processes.

TRADE

The exchange of something
for something else under
particular terms, often
through a third medium of
exchange.

INTEGRATION
Connecting systems or
parts thereof in order to
interoperate; translation
layers between sub-
systems; incorporators.

COMPLEMENTARITY
Different actors or objects
are able to do more together
than they would otherwise;
synergistic or positive-sum
bonds.

INTER-MEDIATION

A go-between two or more
actors or processes that
serves a function; a
mechanism of translation,
matching, or brokering.

AGGREGATE

A group of objects or actors
of the same type based on
characteristics relevant to
the system; taxonomy or
folksonomy.

LOSSD

MIMICRY

A situation whereby one
actor copies or simulates
the behaviour of another;
using one type of system as
inspiration for another.

NETWORK

An arrangement of inter-
connected parts that
interact directly through
common linkages; the con-
stellation of connections.

COUPLING

The tightness or looseness
of ties between parts of a
system; the degrees of
freedom of a particular
actor in a relationship.

MEDIATION

The mitigation or reconcili-
ation of conflict between
parties; adjudicate, referee,
orresolve tensions in a
legitimate fashion.

ALIGNMENT

Disparate agents or
activities given a common
or complementary direction
but not necessarily full
coordination.

SYNCHRONY

The coordination of
activities in space and time;
patterns of activity that
coincide at particular
moments.

LEVELS OF SCALE
System attributes at
different orders of analysis
and abstraction; different
levels of detail from
zooming in and out.

DENSITY

The relative p y of
system elements to each
other; the size of inter-

TURBULENCE

Scattered environmental
disturbances that jostle and
stress actors; irregular,
abrupt changes in flow;
diffuse pockets of energy.

NESTING

or
systems inside other
systems, causing mutual

stices; the of
objects and activity.

DOMAIN OVERLAP

The existence of more than
one domain or partial
domain within the same
physical or virtual space;
non-discreteness.

SCOPE

The mechanisms by which a
system is able to expand or
proliferate; the extension of
system edges.

AMBIENT CONDITIONS
The continually changing
physical environment or
cultural milieu with the
potential to affect system
operations.

CROWDING OUT

When the prevalence of on
item or activity drives out
others; a group occupation
of finite space that fills
capacity.
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without being
fully integrated necessarily.

TRAFFIC

The volume of activity
flowing through a system;
the constraint caused by
the congestion of activity
within a domain.

AUTO-ENVIRONMENT
A context that responds to
presence and configures to
requirements; a context
with controlled conditions;
climate control.

TOPOLOGY

The variable contours of an
environment or space; an
x-scape, with "x" being a
physical-spatial or symbolic-
spatial variable.

FALLOW

Recovering from use by
setting aside or curbing use
for an interval; reaccumul-
ation of depleted resources;
restoration.
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LINES

The inventory icons follow a set of visual
tropes and stylistic rules. A trope is a
non-literal signifier of something. Many of
the tropes used are common to both
popular culture and specialist notations.
For example, arrows are used for forces,
causes, flows, and the like. As another
example, brackets are used for sets. The
stylistic rules add further consistency
across the set. For example, drivers have a
different line thickness than boundaries.
Plus signals and time delays have differ-
ent line styles. This design is useful to
maintain coherence as others add to, and
adapt, the inventory. The icon building
blocks are shown to the left (method-
ological notes available separately).

The design begins with outline shapes for
each of the six categories. The contrast
between shapes is maximized while main-
taining equivalent optical volume so that
interior icons appear similarly proportion-
ed. Each category represents a major
organizing theme running across the sys-
tem theory literature. Those who think of
systems primarily in terms of "stocks and

Boundary flows", or "networks and organizing
Signal principles,” or "signals and boundaries," or
"context and perspective” might not find
Link / Effect all categories equally useful. That's fine.
Time Delay But users are invited to broaden their
Axis conceptual repertoire.
— == o= G Each interior icon is not a stand-in for the
Direction  Point  Interface concept but an evocative instantiation. In
other words, even though the meaning of
each icon may not be entirely self-evident
FRAMES

initially, the shapes are somewhat illustra-
tive. This helps make the concepts vivid in
the imagination as the definition is under-
stood. Thus, once learned, the set of icons
becomes easy to parse; it has "reference
value" as the visuals evoke the concept in
the mind more efficiently than words.

Nl SN —
L4 3 IR SENR
r"
LJ

REFERENCE. Donella H. Meadows, Thinking in Systems (White River Junction, VT: Chelsea Green Publishing, 2008)
Donald Schon, "Change and Industrial Society,” Reith Lectures (London: British Broadcasting Corporation, 1970).
Clifford Siskin, System: The Shaping of Modern Knowledge (Cambridge: The MIT Press, 2017). Thomas Twaites,
The Toaster Project (New York, NY: Princeton Architectural Press, 2010). NOTES. The distinction between diversity
within and diversity between, as well as its significance for systems theory, are fully explained in Scott E. Page,
Diversity and Complexity (Princeton, NJ: Princeton University Press, 2011). The concept of symmathesy comes.
from Nora Bateson, Small Arcs of Larger Circles: Framing Through Other Patterns (Axminster: Triarchy Press, 2016).
The signals and boundaries distinction, plus the notions of "directed edge" (here called directed boundary) and
aggregate agent, come from John H. Holland, Signals and Boundaries: Building Blocks for Complex Adaptive
Systems (Cambridge, MA: The MIT Press, 2012). The term "levels of scale” comes from Christopher Alexander's
“fifteen fundamental properties of wholeness" (from The Nature of Order, Book 1, Berkeley, CA: Center for
Environmental Structure) although other aspects of Alexander's list are not drawn directly from that work;
‘echos’, “roughness”, and "strong centers” are different from echos (narrower in meaning), friction (broader), and
centrality (broader) respectively. The concept of holon comes from Arthur Koestler, The Ghost in the Machine
(New York, NY: Macmillan, 1975). The notion of assembly included here is in the spirit of Alexandr Bogdanov's
notion of "podbor® as a principle for creating viaa " of parts, fit together
with "expedient integrity. * See Simona Poustilnik's "Alexsandr Bogdanov's Tektology: A Science of Construction,”
in Pia Tikka, Culture as Organization in Early Soviet Thought (Helsinki: Aalto University, 2016). PEST analysis is
originally attributed to Francis ). Aguilar, Scanning the Business Environment (New York: Macmillan, 1967). For
liminality, see Dave Gray, Liminal Thinking (Brooklyn, NY: Two Waves, 2016). Cross-domain risk based on a
literature review of interconnected risk in Nystrom et al., "Anatomy and resilience of the global production
ecosystem,” Nature, vol. 575, 2019. “Objectile" attributed to Gilles Deleuze, The Fold (Minneapolis: University of
Minnesota Press, 1993) and Bernard Cache, Earth Moves (Cambridge: MIT Press, 1995).

DISTAL DRIVER

An indirect, ultimate cause
of a changing variable; a
"big picture” cause that is
evident at a high level of
abstraction.

CASCADE

A sequence of knock-on
effects; a chain reactiol
succession of second-
order, third-order (and so
on) effects.

GOAL SHIFT

Evolving objectives or

targets, including losing
i an

; a

affecting system activities.

DIFFUSION

A multiplicative effect or
diffuse spread; a ripple- or
viral effect; the widespread
distribution of an element
throughout a system.

TENSION

An opposing tendency or
trade-off between forces,
priorities, or goals; how it is
resolved, balanced, or
ignored affects system.

QOO OVOPOLEL O

AGGREGATE AGENT

A collection of agents take
on the characteristics of a
singular agent; agent-like
behavior of collectives at
higher levels of analysis.

CONFOUND

An unexpected, unwelcome
factor persisting in a sys-
tem; a free radical or ghost
in the system; unplanned-
for case causing difficulties.

MULTI-FINALITY
Acting upon an object may
produce different outcomes
depending on the state of
the system or contextual
factors.

FIELD

Influence projected from an
object that diminishes over
space; an intermediate
force that acts on others
from a distance.

PERSPECTIVE

The vantage point and field
of view by which a system (or
parts thereof) is perceived;
accumulated experiences
affecting interpretation.

FRAMING

Interpretive paradigm which
makes the system under-
standable; language and
mental models that guide
sensing and interpretation.

OBSERVER INFLUENCE
Reactions to surveillance,
even if subtle, unknowing,

or unintended; biases
caused by observation or
measurement.

usage scenarios

The visual vocabulary has several
applications for diverse teams of
designers working together through
dialogue. Dialogue is an free-form
conversation in which everyone can
express themselves openly to jointly
create something worthwhile.
Several activities can jump-start
these conversations and help them
grapple with any multifaceted
system.

CARD SORT EXERCISE

It is often difficult to give a
dialogue session an impetus,
momentum, and focus without
having something to channel
attention; something to respond
to in the moment. The system
elements have been turned into
decks of cards or chips, with
the six big categories represent-
ing suits. A group flips through
the deck, singling out particular
cards for discussion as they
explore a particular system.
Relevant cards can then be
arranged spatially with notes

as arecord of the conversation.

SITUATED MEANING
Signals that require context
to be fully interpreted; the
meaning given to some-
thing in the moment or
circumstance.

DIVERSION

False or misleading signal
about an actor's status,
qualities, or actions; a feint,
smokescreen, or pretence;
an evasion.

VOTE 0000

EQUILIBRIUM

The balance or steady state
created by opposing forces;
the axis around which such
abalance is maintained;
return to a set-point.

EMERGENT PROPERTY
A characteristic or function
that comes into being
without direction; multiple
objects have qualities the
parts alone do not have.

COMBINATION

The synthesis of two or
more objects or substances;
bringing together the
capabilities of multiple
agents.

CRITICALITY

The threshold beyond which
a dynamic becomes self-
sustaining; critical mass
necessary for an activity to
take place.

OBJECTILE

An object that changes
state according to a
function; not defined by
static form but as a
continuum of variation.

£00P 0D GOCO0DO®

MUTATION

A reconfiguration of an
object caused by an error or
exogenous factor, usually
noticed when bestowing an
advantage or disadvantage.

SEPARATION

The division of a part into
two or more parts; the
extraction of constitutive
elements from a mixture.

REPLICATION

When an object is copied,
reproduced, or divided into
two or more analogous
objects.

TIPPING POINT

The threshold beyond which
rapid, large-scale change
happens; the dynamic
unleashed by a sudden
force imbalance.

EXAPTATION

The repurposing of existing
functions beyond their
original or intended use;
make-shift adaptation to
new domain conditions.

FUZZY BOUNDARY

A boundary with edges that
are hard to detect or are
otherwise ambiguous; a
boundary with inexact
demarcation.

CONTAMINATION

An unintended mixture of
items; the taint of an
outside object or agent
across a containment
boundary.

OPACITY

Extent to which sensing
through boundaries is
possible; a matter of degree
of openness, transparency,
or hiddenness.

BiE

LIMINALITY

Moving into the space
between domain bound-
aries; the reorientation that
comes from travelling
across domains.

FLEXIBLE BOUNDARY
A boundary that changes
configuration in response to
conditions; a boundary that
is not in a fixed shape,
configuration, or position.

BREAKDOWN

The failure of a boundary to
function as designed; the
damaging of a boundary by
a force; the dissolution of a
boundary between domains.

SO ODBODHPES

CROSS-POLLINATION
Aspects of two or more
objects are combined to
create a hybrid; the
purposeful breeding of a
new type of entity.

ADJACENCY

Parts (or potential parts)
that are near or adjoining;
nearby opportunities or
risks; a proximate or related
niche.

PARASITISM

A relationship in which one
party is harmed or destroy-
ed while the harming party
benefits or is unaffected;
amensalism.

(RE)APPROPRIATION
Bi-products of activity (e.g.
waste, detritus, residual)
used by others; repurposing
of outputs by scavenging or
tag-along agents; seizure.

SOD

HOLON

When the whole of the
system is replicated within
the parts of the system,
usually as a means for the
system to propagate.

PREDATION

Attacking or plundering of
one entity by another or by a
process; the use of another
actor as consumable
resource.

SYMMATHESY
Simultaneous contextual
learning or influence
between entities through
mutual exposure.

GOAL SHAPING

The way an environment
influences the goals of
actors within; context-
derived needs, wants,
motivations, and objectives.

CIRCUMSTANCE

The conflation of contextual
factors at a time and place
affecting system activities;
exigencies to be dealt with
in the moment.

ENTROPY

The existence of disorder or
chaos in a system; sources
of disarray within a system
and the extent to which
they hold sway.

CROSS-DOMAIN RISK
A driver in one domain has a
knock-on effect resulting in
a vulnerability in another
domain due to complex
inter-connectedness.
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UNCERTAINTY
Aspects of a domain that
remain unknown or poorly
known; outstanding ques-
tions to be resolved about
an aspect of the system.

CONDITION SHOCK
Circumstances at the edge
or beyond what system can
ordinarily cope with; major
temporary contextual
stressor.

CRUFT

The build up of additions,
patches, and work-arounds,
many of which out-live an
original purpose; legacy
parts or sub-routines.

Elaboration
and example
on back.

Icon, label, and
description on
front

Inter-Mediation

DISTAL DRIVER:
AGE STRUCTURE oF
WORKFORCE TIPPING
POINT:
RUN-AWAY
cosTs
GOAL DRIFT: GOAL
DISPLACEMENT TRAP

VISUAL MAPPING

A group can explore the various parts of a system
visually by charting it out on a large canvas. The
various vocabulary items can populate the map to
show particularly interesting qualities, functions,
and dynamics within the system. The items can also
alert designers to parts of the system that would
otherwise go overlooked, which can guide research.

Bottleneck

Alert

Obstacles

ANNOTATION LAYER

The vocabulary also serves a diagnostic function, as
an already visualized system or data display can be
further analyzed by matching vocabulary items to
parts of the system. This added layer of meaning can
shed new light on difficulties or help to explain how

a system works on a deeper level. This applies to any
visualization, from technical notation to pictoral map
to free-style bricolage.

CHANGE

WHAT FACTORS HELP OR HINDER CHANGE?

4

VISUAL TEMPLATE

Brainstorming can revolve around
individual vocabulary items or

small clusters of items arranged

in a poster-sized template. Such a
template presents an analytical
framework with blank spaces

for participants to fill in additional
information. Visual arrangements
can be simple tables to elaborate
charts, with visual vocabulary items
anchoring each cell area. Instead

of relying on off-the-shelf templates
or "canvases," designers can design
their own based on the particulars

of the project at hand.

Economy

Technology

Ecology

TERTIARY

ORGANIZING DEVICE

Politics

Social

Legal

Analysis can benefit by
looking at different types
of systems that go beyond
the simple, complicated,
and complex distinction
used above. For example,
business strategists often
use some variant of PEST
analysis (left). Another
example is used in
Elanica’s consulting work,
a cross-disciplinary set of
"elemental spheres" (right).
This framework is often
helpful for bridging the
worlds of design, social
science, and organizational
science. The example on
the reverse side relies
implicitly on these
distinctions.

Inertia

Interests

Materials

Effort

Symbolism

Biota
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DESIGN + VISUAL THINKING

V. 1.5.1

BY PETER STOYKDO

systems thinking

"It's all very simple,” we're often told
about our messy world just before a
pat claim is offered. Or a chronic pro-
blem is "boiled down" and assigned a
three-step "solution” by a well-mean-
ing "fixer." Or a pundit offers a "hot
take" that stridently turns initial
impressions into a confident read of
the situation. All that to say, we
habitually turn to reassuring simplifi-
cations to guide us in uncertain
times, even when that habit has a
dismal track record of success.

Thinking in terms of systems can
curb that impulse. Indeed, seeing our
world as a tangle of crosshatching
systems is quite humbling. Even the
simple objects that surround us are
the product of various systems and
subsystems operating behind the
scenes. Try tracing the development
of that paper-clip on your desk. Can
you even fathom the systems that
created the metal alloy the clip is
made of? And the larger impact of the
mining and smelting to the surround-
ing ecosystem and communities?
Thomas Thwaites (2010) famously
built a toaster completely from
scratch without the benefit of stand-
ard manufacturing systems. It took
nine months. And that was with help
from countless other systems that
enabled him to operate in modern
society.

Paper-clips and toasters are the
product of clearly demarcated and
tightly controlled systems. Many of
society's difficulties are entangled in
far less predictable systems that
interact in ways we scarcely
understand. The dynamics seem both
paradoxical and intractable, perhaps
even mysterious. These "wicked
problems” are enough to make us
throw up our hands in exasperation
and settle for short-sighted coping
strategies. Not so fast. These are still
early days in our attempts to properly
tune our way of seeing to adequately
grasp how systems affect our lives.

This codex starts from the premise
that such understandings are
possible. However, if you are looking
for quick and easy guide, you've

visualizing g

Complex systems are ¢

come to the wrong place. The main
conclusion | draw from the literature
on systems—in the natural sciences,
the social sciences, the managerial
practices, the design disciplines—is
that there are a great many common
system elements and dynamics to
keep track of. It is worth itemizing
what these commonalities are and
become familiar with their qualities.
That is how we tune our gaze. It's a
daunting task, to be sure. It's easy to
get lost in the details. The hope is
that this codex makes that learning a
little easier.

Before proceeding, it helps to stipu-
late what is meant by "system.” As
Donella Meadow's puts it, "A system
is a set of things—people, cells,
molecules, or whatever—intercon-
nected in such a way that they
produce their own pattern of behavior
over time." (Meadows, 2008) She
adds that there is a coherent organi-
zation to this set, one intended to
achieve something (a function or
purpose). This codex surveys many
schools of thought on the subject,
each with their own conceptions.
Nonetheless, Meadows definition is a
big enough tent to encompass the
various theories, schools, and
disciplines that talk about systems.

| started by pooh-poohing the crude
simplifications we habitually reach for
to explain our world. | should clarify
one the analytical priorities of this
codex. | do not have anything against
reductionism, per se. Indeed, building
bridges across the various discip-
lines is unavoidably an exercise in
distillation to some extent. Yet, too
many accounts of systems are
frustratingly hand-wavy about what
specific mechanisms and dynamics
are at play. It's that vagary that can
get in the way of a deep understand-
ing of how everything fits together.
An essential part of learning involves
singling out items for special atten-
tion, assigning clear meanings, and
exploring the implications. Knowing a
lot about the trees does not neces-
sarily mean losing sight of the forest;
actually, it's quite essential to figuring
out how the forest works.

an international remit thal
service design and governancW
The visual vocabulary ic3
@ ® freely by others in compliance W
The license only requires attribution, wi
Peter Stoyko, Visual Vocabulary (www.systemviz.com). A package
can be downloaded at systemviz.com. It contains the icons in vector formats
and plain text snippets. In the spirit of open source collaboration, users are
encouraged to make recommendations about the continued evolution of the
inventory and submit proposals for modification.

All other text and graphics on this poster are subject to copyright, all rights
reserved. © 2018, Peter Stoyko and Elanica. Copies of this poster can also be
downloaded at no charge from systemviz.com and can be redistributed
unmodified in print form for educational purposes only. In the spirit of open
science, users are encouraged to offer comments and criticisms to the
author.
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levels of scale
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Outer

Above, Over

Very Large

Middle

Near
Surroundings

Experiential
Proportions

Miniscule

Tiny

Very Tiny

Elemental

Extreme
Smallness
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TIME SCALES
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OF SYSTEM VULNERABILITIES

v.1.0.0

BY PETER STOYKO

system entanglements

As Donella Meadows explains, "A system
is a set of things — people, cells, mole-
cules, or whatever —interconnected in
such a way that they produce their own
pattern of behavior over time."' Few
systems are entirely "closed" insofar as
they do not draw inputs from elsewhere;
most rely on resources or signals coming
from outside their outer boundaries in
order to operate. Thus, systems are not
just organized wholes made of inter-
connected parts but are connected to
each other in elaborate tangles. Some
entanglements are tightly-coupled, non-
substitutable, on-going dependencies.
Others are loose, tenuous, short-lived
interactions. A lot of relational variety can
exist between those poles. When we talk
about a broader amalgam of systems
(such as a society, economy, organization
or ecosystem), we are talking about com-
plex, evolving webs of entanglement.

Once a society organizes itself beyond a
minimal level of complexity, the webs of
entanglement become an irresolvable
mess. A "'mess" is Russell Ackoff's term for
evolving relations that are too numerous,
varied, and obscurred to be coordinated.?
Each system has unpredictable knock-on
influences on other systems. Messes can
be a good thing as variability is a source
of resilience in complex environments: a
disruptive event is less likely to affect all
systems and interrelations in the same
way. There is also more experimentation
and intellectual diversity to act as a hedge
against uncertainty. Messes undermine
the ability of central over-seers to plan
activities and install standards. Controls
end up adding to the mess. Heavy-handed
attempts to get rid of vulnerabilities
usually create new ones: every "solution”
becomes its own problem.

The Pattern Atlas of System Vulnerabilities
itemizes the different types of vulner-
ability inherent to elaborate, entangled,
human-made systems. It visually explores
the idea of messy entanglement to
identify the particular patterns that cause
trouble. The mess is broken down into four

levels of scale. Different dangers are
visible by zooming into each level. Some
vulnerabilities are the product of messes
as a whole Others are caused by
interactions between nominally independ-
ent systems Some vulnerabilities
exist within individual systems and sub-
systems (8)). And some persist among
routines and sub-routines (4). In keeping
with the metaphor, visuals are made of
contorted and tangled threads.
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Cascading errors and confounds at one
level of scale may trigger problems at
other levels. That is how a tiny mishap
gets amplified into a massive disaster. For
example, a software bug in the alarm
system of a company’s control-room once
triggered a blackout that lasted for days,
not just in the local area, but across a
large swath of North America. A botched
software update to an Internet router at a
telecommunications company caused
Canada's entire debit-payment system to
stop working for a day, with a third of all
mobile phones losing coverage too. A
deadly bat virus infected a wild animal
sold in an urban market in China, with the
contagion spreading to humans, many of
whom then traveled internationally, caus-
ing systems in various countries to shut
down for months to limit further spread.
Then it happened again on a global scale.

Most disruptions and chronic difficulties
are less spectacular. Indeed, system
glitches and gotchas frustrate us on a
daily basis. The rhetoric of technological
progress promised a world of effortless
convenience and human flourishing.
Instead, biased, manipulative and error-
prone systems are ever more proscriptive
and exacting. Those with atypical wants
and needs have less and less wiggle room
for coping. System shortcomings create
countless episodes of suffering that
garner little attention. The cumulative
impact of slow-boiling, behind-the-scenes
harms makes the mess less and less
"livable.” When cascading system failures
happen amid gradual, widespread decline,
there is a serious risk of general collapse.

the (n)ever-changing world paradox

What causes systems to change?
Systems are not static but are full of
moving parts. So what causes a system
to work differently? To have different
goals? To adapt to different scenarios,
cater to different needs? When com-
plaints are made about systems being
rigid, obsolete, or harmful, that is the sort
of question raised. However, given all the
energy and effort needed to keep every-
thing going, a more relevant question may
be: What causes a system to remain more
or less stable? Come to think of it, how
stable is each system? Reversing the
onus of the question can reveal much
more about a system’s potential to evolve.

Repetition Recursion
—
Play
Less More
(Precision) (Flexibility)

Human-made systems are often made up
of operational routines and cycles of
routines. We think of routines as fixed,
automatic, and repetitive sets of tasks.
Yet they do not repeat per se, they recur:
routines have the potential to be some-
what different with each implementation
depending on how precise the operations
have to be engineered. Conformist social
systems can also have little tolerance for
variation that breaks cherished norms,
customs, or rules. A system's recurrence
can seem like a consistent pattern
because we usually lack fixed reference
points with which to gauge change over
time. Our inherent change blindness (see
opposite panel) and the sheer volume of
recurrence mean incremental changes
escape our attention unless they are
tracked using recorded data. Even so, our
impression of system change is highly
selective. Some parts always seem to be
always evolving. Other parts seem stuck
in the same recurring patterns. The con-
flicted sense that "every thing changes,
every- thing stays the same” is called the
(n)ever changing world paradox.?

Change efforts usually focus on decisions
made by high-ranking decision-makers.
Top-down decisions-making has much

less control on elaborate systems than is
commonly assumed. Much change (and
change-averse dissembling) happens
among continually adjusting routines and
subroutines. Even high-reliability organiza-
tions (such as nuclear powerplants)
struggle to manage variability. Routines
executed by humans are inherently vari-
able and may not be strictly prescribed to
begin with. Thought and effort go into
applying routines to slightly different
situations. Even standardized "low skill"
routines are "performative,” demanding
keen attention to details and impromptu
adjustments. A routine may not get the job
done under the circum- stances, trigger-
ing a "repair” of the routine or a switch to
another one. New routines may be
invented in response to emerging
regularities. In undirected social systems,
many routines are imitative, habitual, and
loosely framed. Social interactions across
the system may settle into more or less
stable patterns but the underlying churn
causes both gradual drift and the
occasional abrupt shift.

Conversely, routines may adapt so that
systems stay the same more generally. Do
evolving routines maintain the status quo
by allowing a flawed system to persist?
Or are changes gradually altering the
system's overall character and purpose,
turning it into something else? It can be
hard to tell when caught up within a
system’s operations and lacking the
critical distance to see things from a
broader perspective.

As systems mature, routines become
normalized and formalized. Interdepend-
encies build up across systems and sub-
systems. More effort is spent conserving
system functions from disruption. Under-
lying routines may be more constrained
but nevertheless retain some play. Indeed,
systems that are too rigid risk becoming
brittle and irrelevant. Vulnerabilities and
chronic difficulties build up within and
between systems, which create the
potential for large-scale harms. A major
shock can free up a lot of activation
energy to enact change. Exploiting broken
systems and coping with their fall-out
also offers possibilities for change for
those who are nimble and resourceful.

SYSTEM\E

Project. The Pattern Atlas is a product of
the SystemViz Project, an ongoing
research study devoted to better explain-
ing systems through the use of visuals.
Further elaboration can be found in the
forthcoming book by Peter Stoyko, How
Small Players Change Big Systems (2024).
Additional products can be downloaded
for free from the project web site.

Rights. This version of the Pattern Atlas is
subject to copyright (2021-22), all rights
reserved. A seperate open-source version
is available for download and is subject to
a Creative Commons Free Culture license,
which only requires attribution.

Author. Peter Stoyko is an interdisciplinary
social scientist and information designer
with an interest in service design,
systems, culture, foresight and govern-
ance. For more, see: www.stoyko.net

Citation. Please site this document as:
Peter Stoyko, Pattern Atlas of System
Vulnerabilities 1.0.0 — Poster (Ottawa: The
SystemViz Project, 2022).

Related. The CultureViz Project is a
companion project that visually explores
culture as a system. For more, see:
www.cultureviz.com

www.systemviz.com
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Routines that are circular, contradictory, or result in dead-ends are called Kafka
circuits.® They are usually caused by an unforeseen irreqularities or careless
design. They result in ordeals for system users; that is, burdensome sub-
routines to resolve matters that are full of extra tasks and delays, any of which
may lead to further errors. Ideally, have enough discretion to
step outside of a routine to implement a pragmatic, one-off fix. Not every
situation can be prefigured and turned into a set routine. Many systems do not
allow for pragmatic fixes due to automation or because discretion opens the
door to petty corruption. Without clear avenues for resolution, those caught up
in an ordeal have to fend for themselves (hence the Kafka reference). Some-
times an "ordeal mechanism” (or "micro-ordeal”) is added on purpose to dis-
courage system use (or overuse) for political reasons or to manage capacity.

DISCONNECTED

As systems become compartmentalized, they rely on hand-off routines
between modular subsystems. That comes with the risk of botched hand-offs.
For example, information may not be shared between subsystems to provide a
continuous flow of successive routines. Those caught up on the system may
have to re-enter information or explain their predicament over and over as they
are bounced from one routine to the next. The risk of data re-entry errors and
other glitches increases. Sometimes a case will fall through the cracks, stuck
in a state of limbo. Ideally, a system creates a "seamless" experience whereby
transitioning between sub-systems becomes invisible to observers. However,
any fumble in a seamless handoff will be disorienting, as it is not clear what
triggered the error. Thus, some systems are made "seamful” whereby the
hand-offs become more overt and elaborate, usually with other costs.

OPAQUE

Routines may be automated for efficiency. "Black-box" automation converts
operations into elaborate algorithms, with the inscrutability of software code
and statistical techniques making it difficult to see what is going on. Automation
misfires regularly, for often there is no substitute for human judgement and
discretion. Dodgy decision-making gimmicks and shoddy work can get encoded
into algorithms that are too readily trusted. Contentious decisions also get
laundered through algorithms that are hard to scrutinize. Algorithms are becom-
ing more data intensive with data drawn from sources with poor quality control
and dubious provenance. Ideally, technology augments human control and offers
information. Yet the trend is towards removing human steering entirely. When
the messy world is oversimplified to suit algorithms and operations become
opaquely overcomplicated, glitches become nearly impossible to trouble-shoot.

RIGGED-UP

Many routines are designed to make the job easier for system administrators
while adding burdens on users, whose needs and circumstances are an after-
thought. Some routines encourage over-use or misuse of the system in ways
that benefit vested interests, administrators included. For example, as lvan
lllich argues, the medical system encourages over-consumption and many
treatments are designed for the convenience of providers regardless of their
suitability for patients.” That results in an increase in provider-induced harms
(iatrogenesis), including routine mistakes, unnecessary risk-exposure, and the
force-fitting of atypical patients into standard routines. Some treatments may
be based on contrived needs and promote unhealthy dependence. These sorts
of vulnerabilities can be difficult to weed out because fixes remove admin-
istrative conveniences and violate the mental models of those running things.

ENSNARING

Systems designed to indirectly control human variability rely on behavioral
manipulation routines. Some routines psychologically "nudge" people into
making particular choices using subtle prompts. Other routines "gamify"
activities by inducing addictive habits with the emotional satisfaction of token
rewards, such as points or "likes." Some attunement to human psychology is
inevitable to better align systems with the ways humans naturally think. Even so,
these "choice architectures" second-guess decisions for entire segments of
people. The potential for exploitation never goes away. Indeed, dark-pattern
nudges and addictive habits are common. Outdated, dysfunctional nudges are a
form of cruft called "sludge." Competing manipulations create unanticipated and
contradictory behavioral patterns. Leeriness builds up and defensive behaviors
emerge (reactance), which cause future manipulations to perform erratically.

CORRALLING

Both coercions and indirect manipulations can create herding behaviors that
commit large swaths of a population to the same behavioral patterns. A lack of
variability can be a vulnerability, as diversity is a hedge against uncertainty
and disruptive events. For example, routines that coax everyone into a few
dietary habits can be risky i evidence about what is healthy and sustainable
continues to evolve. Even if routines herd a small share of the population, any
induced harms to the cohort can have knock-on effects elsewhere in the
system. That is the danger of "pushes," or behavioral manipulations combined
with coercive measures. Unlike with "nudges," optionality is replaced with
"managed autonomy," or constrained behavior that is strictly set to proscribed
limits. If those limits are too narrow and ill-informed, then the herding behavior
may causes those involved to become blindsided by unforeseen dangers.

COMPROMISED

Routines may not be specified for functional reasons but are negotiated com-
promises. Such truces may reduce internal tensions, even if no faction is fully
satisfied (the joint-decision trap) and one side is placated only half-heartedly.
Conflicted administrators will "selectively perform" in ways that favor certain
goals over others. Pretenses and token sub-routines may be added to give the
false impression that a system is fulfilling certain functions while merely going
through the motions. Defensive routines may build up to preserve a truce or
protect turf. Those can block information signals that are crucial for a system's
operations. Some routines may become "sanctified," imbued with a larger
meaning by a faction, causing any tampering or question- ing to be opposed.
The build-up of compromised routines cause systems to lose their bearings.

IMITATION

It's often assumed that there is a "right" way to doing things—a routine
deemed a "best-practice” or "gold standard." Anti-patterns are approaches
with a poor track record but are relied on anyway because of myths and
prestige surround- ing them. It can be tempting to copy a well-regarded routine
regardless of how suitable it is. Even if a routine shows promise, the system
may not have the capability to implement it properly. In any case, such
wannabe routines present a dilemma. Is the routine implemented, even if
inappropriate? Or does everyone just go through the motions, while blocking
any attempt to scrutinize short-comings too closely (shielding)? Are
inconvenient or difficult parts dropped, even if that misses the whole point of
the routine? Pantomimed, ill-fitting routines waste effort and disguise

HOOKED

Routines may become captured by outsiders or another system. In other
words, independence is comprimised as interests interfere with system
functioning, often in subtle and self-serving ways. For example, a routine may
develop a dependency on an interest group for information or capabilities,
exposing the system to outside pressures. Cosy relations may form between
those working in a system and those regulated by it, causing favorable
treatment within ostensibly neutral routines. A routine may pander to existing
beneficiaries in a way that discriminates against prospective ones. These
corruptions can shape a system, making its own logics and assumptions
inseparable from those of outside interests. Thus, interests get their hooks into
the system even if the stated goals of the system overall do not change.

Attempts to simplify messy entanglements of systems into an intelligible coher-

: OVER-EXTENDED
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ence, instead of accept the messy world as it is, soon hit limits of capability.
Making messes easier to interpret inevitably relies on "thin simplifications,” or
crude classification schemes that do a poor job of accurately capturing the
salient (and continually evolving) variation.? Government and corporate systems
attempting oversight tend to be fragmented patchworks of capability, with less
capable units dragging down more capable ones. Interventions trying to stream-
line messes often wind up adding more complexity and unanticipated dynamics.
Aclean up" is not even possible as amalgams of systems (such as a society or

ecosystem) become irresolvable messes if they exceed a minimal level of

complexity. Incapable systems with ambitious mess-management goals are
accidents waiting to happen and are blind to the dysfunctions they introduce.

N\ PRECARIOUS
@lﬁ Systems attempting to act as a bulwark against chaotic disorder in the environ-

ment will actively conserve vulnerability to occasional disasters and chronic
misfortunes, tilting the risk towards those with less power. For example, homes
in low-lying areas seem safe due to elaborate drainage systems and water-
containment barriers until the once-a-generation flood hits. Fighting all forest
fires to protect nearby properties curtails the routine clearance of tinder from
the forest floor, making subsequent fires bigger, hotter, and more destructive.
Law enforcement agencies mandate weak software security to make it easier to

spy on criminals, which is a vulnerability for everyone that criminals then
exploit. When disaster strikes, hazard-prone systems will double-down on

vulnerability conservation by piling on more controls (control creep) instead of
rethinking arrangements due to the sunk costs and escalating risk narratives.

UNIFORM

systems can better complement the complex environments in which they
operate. Experimentation and diversity of thought act as a hedge against

uncertainty; placing multiple bets is how uncertainty and chance are worked
with constructively. However, a singular "best" way of doing things may take
root across systems. Nascent evidence may even become baked into long-term

regulations, contracts, voluntary standards, and formal routines, rigidities

which then block evidence from being updated. Cookie-cutter approaches are
cheaper, easier to maintain, and quicker to scale. However, as each "best of

breed" system and "best practice" is replicated, any underlying flaws and

contextual misfits get replicated just as quickly, leaving every copy vulnerable

to exploit- ation. That is the danger posed by monocultures of systems.

PROPPED-UP

of bad fortunes from scuttling decades of building. Yet difficulties test the

mettle of organizations and systems. Propping them up preserves weakness
and encourages reckless and cynical risk-taking (moral hazard). Sketchy oper-
ations then linger, their weaknesses obscured by the extended support. These
are the "zombies": neither alive nor dead, just limping along at minimal viability;
thwarting innovative upstarts trying to take their place, hording resources and
talent better redeployed elsewhere, and otherwise preventing rejuvenation. Too

many weak threads make the tangle vulnerable to large-scale disruption.

DEFERRED

Humans tend to make short-sighted decisions that discount the future (bound-

ed willpower) using imperfect information (bounded rationality) based on
cultural framings of self-interest (bounded interest).° Systematization is often
sold as more purely rational. Yet systems can pander to human biases and
amplify their effects, especially innovations that time-shift the costs of present
activities. For example, debt-financing and economies of scale can accelerate
resource extraction and consumption in the present, while deferring the cost
burden to some unspecified future moment. System feedback may provide
signals of long-term unsustainability. Some systems may adjust to achieve
equilibrium (homeostasis). Insofar as these signals and constraints call for
short-term sacrifices, they may be surpressed or ignored. Worse, the mess of
systems often obscures and blocks feedback about long-term consequences.

UNTETHERED
which become

Messes can be a good thing insofar as variation brings resilience. A variety of

A broken thread in a tangle will remain propped-up by other threads. Likewise,
as systems become interdependent, the incentive is to prevent dissolution of
failing systems or usher in a replacement right away. Systems that are "too big
to fail" or well-connected politically get the most support. That prevents a spell

Systems can come to rely on the same at

system easier to use by relating their operations to more familiar objects.
Insofar as abstractions become integral to a system, the risk is that the

contrivance is forgotten (reified) and considered a direct representation of

reality (misplaced concreteness). Most systems have at least one layer of
abstraction to make it intelligible to users and admini These

abstractions can become a recognizable aspect of culture that get reused in

other systems, often inappropriately. The build-up of abstractions across

systems then mask underlying dangers. Worse, as problems emerge, the usual
reaction is not to question the accuracy and validity of the abstraction layers.

Instead, attention turns to spurious rationalizations and blame games.

from the complex, underlying reality and take on a life of their own. That is an
abstraction trap. For example, money is a medium of exchange that bestows an
exchange value on goods and services, which can become disconnected with
real-world use value. Likewise, interface metaphors and conventions make a
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interaction happening in the space where one habitat abuts another. An
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results if there are too few edges or intermingling is routinely blocked.
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especailly to avoid snarl-ups during peak periods and emergencies.
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system in a very literal sense.

A reinforcing loop occurs when system dynamics perpetuate a recurring pattern
of activity. A negative rei includes i ives, i and
persuasions that discourage particular actions, whereas positive reinforcement
encourages actions. No system is perfect, so positive- and negative feedback
signals are necessary to course correct by indicating what seems to work or
not. Reinforcing loops tend to lock-in system activities by making divergence
costly. Vulnerabilities emerge when a system trajectory is not sustainable and
creates serious harms, yet the reinforcing dynamics promote continuation. For
example, system reinforcements may be optimized to achieve a narrow goal
while creating all sorts of collateral damage for other systems. Or a group of
systems reinforce each other in a way that perpetuates long-term harms. By the
time the dynamics change, it may be too late to avoid irreversable destruction.

troublesome predicament, which gives rise to new dynamics that lead to more
trouble, and so on until collapse happens. Each new set of dynamics makes it
difficult to reverse course and recover from previous troubles. Often the only
way to set things right is to create an upward (or virtuous-) spiral by changing
the dynamics. That usually involves making short-term sacrifices and gaining
support from elsewhere. Spiral dynamics tend to emerge because successive
predicaments trigger troublesome dynamics within different systems. For
example, a business may experience troubles in a supply chain that reduces
cash flows, which trigger troubles from the financial system, which trigger
operational cutbacks, which trigger reduced demand in retail markets, which
further reduce cash flows. Each system exacerbates troubles independently.

Risk amplifiers (or "black-hole risks") are dynamics that accelerate the pace of
a downward spiral. Troubles can spread rapidly as they ripple across a growing
set of cases (compounding effects), as with viral contagions. A positive rein-
forcement may incentivizes harm, with a growing number of actors joining in
s0 when one trouble occurs, others
happen too, making the situation worse. Multiple amplifers create a runaway
effect ("doom loop"). Fallbacks include: "firewalls" to contain spread; "curcuit
breakers" to shut things down temporarily; "shock absorbers" to impose delays;
and reserves to absorb losses. Triggering these measures may cause a panic
by signaling danger. Risks become "turbo charged" when system complexity
obscures the potential for runaway effects, the adequacy of risk-management
measures is hard to judge, and incentives encourage downplaying of dangers.

) built sub-
systems atop a shared system. Think of popular social-media, e-commerce, and
computer operating-system platforms. If the platform relies on a large network
of users or massive economies of scale, a "winner-take-most" dynamic emerges
as popularity breeds more popularity. Platform owners gain requlatory powers.
Once a critical mass of dependecies is achieved, platform owners can become
“takers instead of makers" by extracting rents while resting on their laurels.
Siphoning resources away from innovators causes vitality to wane. Worse, entire
domains that would otherwise be full of vibrant, free-wheeling diversity can
become "platformized." Everything becomes reliant on a single system which, if
it breaks, brings everyone else down too. There is less incentive to fix vulnerabili-
ties on platforms with captive dependents and insulated platform owners.

Within natural ecosystems, an edge effect is the abundance of diversity and

example is the space dividing a forest from scrub lands or an undersea shelf
where the depths meet the shallows. The liminal zones of societal tangles have
edge effects too. For example, innovation tends to emerge amid dense networks
between business, finance, and academic research clusters. Buzzing urban
neighbourhoods supporting vibrant cultures tend to have a mix of civic ameni-

(positive externalities) to happen between systems without the interactions that
edges offer.” That is not true if there are too many edges, in which case certain
types of actor may build up an advantage. Conversely, a barron network domain

Systems can get in each others way. For example, regulatory and legal systems
govern other systems. Worthwhile restrictions are beneficial. However, the
build-up of regulations can become unwieldy. Contradictions may never get
reconciled. Compliance burdens grow. Knowing all the requirements can be

i i ini Y "red-tape" has become a
kind of “forever war." Regulators keep it all working by exercising sensible
judgement and avoiding cases of regulatory unreasonableness. That is difficult
to do even-handedly. Established players may even lobby to preserve red-tape
to block potential rivals. Systems can stifle each other indirectly too. A domain
may become crowded, with systems relying on a shared infrastructure (or
super-system) with finite capacity. Designs have to account for congestion,

Systems can be designed for parasitic exploitation, the chafing in the tangle.
Doctorow & Giblin explain how many instrumental systems have embedded
subsystems that impinge on use and spy on users.” For example, the dominant
brand of tractors are full of sensors to gather information about farm conditions
to trade commodities. Not only does the data not help farms as independent
systems but the trades go against their commercial interests. Each tractor also
has a kill switch to prevent unauthorized repairs. Needless to say, vulnerability
results when entire classes of system are not readily fixable and "curse" other
systems that rely on them. Such parasitic systems can be more direct. For
example, Michael Lewis tells how a consortium of Wall Street insiders built a
sub-system to profit from price discrepancies between markets (arbitrage).”
Afiber-optics tunnel was built to detect trades and "flash trade” a fraction of

a second ahead, costing the original trader a little extra. That is "rigging"” the
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CRUFTY

Cruftiness refers to departures from sound design principles that accumuate in
systems as they age. If a system is not designed for ease-of-repair and on-
going adaptation, it is "nursed along" with pragmatic fixes. The system departs
from any sort of ideal configuration to become a knotted hodge-podge of parts.
Crufty systems are full of kludges; that is, makeshift patches, hacky work-
arounds, sub-par trade-offs, and unnecessary dependencies. Cleaning up that
"technical debt" is an thankless, arduous chore, which is why it is despairingly
called "yak shaving." Experienced fixers keep systems going with heroic saves
and more kludges. Successful band-aids remove any urgency to do major reno-
vations or confront deeper dysfunctions. Lack of major disruption obscures
chronic, low-level problems. Cruft ultimately overwhelms the ability of fixers to
cope. Disruptions also increase as experienced fixers retire or change jobs.

QUIRKY

Crimps in the thread represent unanticipated interactions between parts that
otherwise work as intended. Even if benign, an unanticipated interaction may
combine with others to create a compounding error. Charles Perrow points out
that designers cannot foresee all interactions within highly complicated
systems nor between different systems that interact. There are too many per-
mutations and combinations to consider, even with perfect information. The
more interconnected and elaborate a system gets, the more susceptible it is to
such "normal accidents."" Moreover, the quirky behaviors of the system that
result do not fall tidily within specialized disciplinary boundaries. Experts of
various stripes have to put their heads together to diagnose problems. In so
doing, they struggle to moderate disputes, allocate responsibility, and clear-up
ambiguities because there are no established methods for that.

BUGGY

Bugs (flaws and faults) are inherent to system development. Most are quashed
but a few inevitably remain. These kinks in the system are hard to track down
because they are triggered by rare interactions and circumstances. The tricki-
est to diagnose are technical flaws combined with faulty assumptions. Some
are harder to find when looked for (observer influence). As software takes over
more and more system tasks, bugs become a bigger threat. Unlike with other
engin- eering disciplines, workaday coders are slow to absorb advancements in
praxis. To cut down on the "vulns," coders babysit one another (peer code-
reviews, pair programing, group bug-hunts, and so forth). Anticipatory, socially-
sawvy quality control methods have success in highly constrained scenarios
but work less well for systems operating in chaotic settings. Tellingly, the con-
vention in software licensing exempts providers from any legal liability for bugs.

FUMBLY

Systems may be organized into discrete modules to avoid spaghetti-like tangles
of interdependencies. Each module can be debugged, reworked, or swapped-
out without having to fuss around much elsewhere. The modules then interface
with each other through loose couplings, the metaphorical ties in the tangle. If
taken too far, such arrangements can create fumbly systems. Highly modular
systems decohere when losing sight of larger goals; full independence runs
counter to what a system is. As systems decohere, i d ctions
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scale and scope

From the vantage point of ordinary exper-
ience, the tangle of systems can appear
stable due to human change blindness.
Most systems activity happens behind
the scenes and far away, at sizes too
small or too big to notice. We percieve
change through a brief window of time
with a shallow depth of focus. Our
memories are selective and degrade
quickly. We take emotional comfort from
continuity. All told, we have little inclina-
tion and ability to keep track of all the
moving parts. If we broaden our field of
view and become better attuned to
system rhythms, we discover that the
tangle of systems is far from a steady
state. It is continually writhing, with the

bodies; less of nature is untouched by
human intervention. Thus, the scope of
systems is also expanding.

An overview of generic levels of scale are
shown in the tables above. These provide
an inkling of the scales that might be
relevant when analyzing systems. This
breakdown may not suit every analytical
task, for not all levels listed will be
relevant, plus many in-between levels
might be. These tables invite us to con-
sider methodically how systems (both
separately and entangled) operate at
different scales. Traditional approaches to
analysis fixate on a single scale (as with
micro- and macro economics) and limited
territories (such as regions). Understand-

emerge from the fragmentation. New forms of kludge are used to cope, such as
hardware adapters, translation layers, and triage routines. The connective ties
are easy to maintain in theory. In practice, those ties often get neglected, caus-
ing botched or cumbersome hand-offs. If different modules are controlled by
factions with different interests, the ties can be curtailed to impair cooperation.

STUCK

Systems can get snagged, or unable to adapt to the times. To recoup an invest-
ment, a system's life-cycle maybe extended too long. Some snags involve fock-
in and path For example, customizations make a system difficult
to upgrade or migrate away from. Proprietary technologies can create unhealthy
dependence on external providers and add switching costs. A system may lack
a diversified resource base, relying on only a few commodities, suppliers, or
regions; too many eggs are placed in too few baskets, adding risk. Systems can
also get caught in an efficiency trap: the system never settles if change is
always being explored; the system struggles to change if fixated on exploiting
existing advantages.' Each mode involves different capabilities. A system
locked in exploitation mode will find it difficult to relearn how to change when
the environment demands adaptation. Initial attempts will inevitably be clumsy.

STARVED

Afrayed thread represents a system hanging on by a few fibers, barely perform-
ing its function because it is starved of resources, such as funding, staff, facili-
ties, and whatnot. Less vital tasks fall by the wayside. Maintenance duties are
neglected. Backlogs pile up and delays become unreasonable. Margins of safety
erode. Over-all performance suffers. If deprived long enough, starved systems
will operate on the edge of break-down. There are three forms. First, so-called
austerity measures are attempts to be frugal in the short-term but, rather than
trim "fat," end up curtailing the management of long-term risk. Moreover, politi-
cal entrenchment can matter more than functional necessity in cost-cutting
decisions. Second, opponents of a system can "starve the beast" if they hold
sway over resource allocations. Third, "lean” systems premised on "just-in-time"
resource allocation lack fall-backs needed to cope with unforeseen disruptions.

BRITTLE

Brittle systems are over-specified and exacting. There is little forgiveness for
awkward variation, with minor anomalies causing major malfunctions. Think of
brittle systems as strained threads, too taught to flex when necessary. Atypical
cases (confounds) then cause the system to snap. Ideally, if a system fails, it
fails gracefully (or "safely"): not all functionality is lost; recovery is immediate
with fall-backs in place to minimize damage and burden placed on everyone
affected. Even better, systems "self heal” by automatically diagnosing the
problem and setting things right. However, brittle systems lack that sort of fault
tolerance, allowing small errors to cause major breakdown. Accordingly, a
high-precision system with many intricate parts tends to either have higher
maintenance requirements or demand more control over operational conditions;
they need a pit-crew of fixers or have to be heavily insulated from stressors.

CONFLICTED

Most systems contain trade-offs and tensions that have to be mitigated. Elegant
designs manage conflict with ingenuity. Internal goal conflicts left unresolved
can prevent a system from accomplishing its ultimate purpose. A system may
internalize political conflict by turning it into administrative contradiction. For
example, a governance system may subsidize tobacco farmers while running
anti-smoking campaigns. It may rely on lottery revenues to combat gambling
addiction. One activity may be a ploy to whitewash the other. More often,
administrators do not want to favor one interest over another, so the system
twists itself up to satisfy conflicting sides in ways that are self-defeating. Some-
times, the contradictions happen in obscure ways that only become apparent in
particular circumstances. These double binds create "damned if you do, damned
if you don't" options.' Often, the only move left is to muddle through while
maintaining the fraught pretense of system consistency.

faults + confounds

- Afault is a malfunction or error that impedes

system activities or causes general failure. A
isan

factor persisting in a system or an unplanned-
for case causing difficulties. These disruptions
come in four general patterns, with each
pattern having different implications for the
way systems prepare and react.

% BON* NON

REGULAR
DISRUPTIONS

Regular disruptions occur with predictable
frequency and can be coped with by adding pre-
cautions and recovery measures. Dedicated
systems or sub-systems may be installed to
routinize the handling of these disruptions. For
example, an urban road network is an amalgam of
coordinated systems (traffic control, law
enforcement, road maintenance, and so forth)
designed for semi-autonomous systems (vehicles)
to operate on. Occasional disruptions happen, such
as vehicle crashes and snow storms. Dedicated
systems prevent serious disruption (such as
towing-, ambulance, and snowplow services).
Operators of downstream systems may even have a
vested interest in preventing upstream problems
from getting solved once and for all.
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IRREGULAR
DISRUPTIONS

Irregular disruptions are rare events that cause a
system from functioning. Some are catastrophic
insofar as they cause significant damage to more
than one system at a time, or cause a cascade of
disruptions across interconnected systems.
Emergency preparedness and disaster manage-
ment are disciplines devoted to minimizing these
disruptions. That can include dedicated systems.
Overly precise preparations usually get caught flat-
footed and ill-equipped because irregular disrup-
tions are so quirky and rare. Precautions are over-
optimized for preventing the previous disruption.
Vigilance also wanes over time. Haphazard, ill-
informed disaster responses that try to micro-
manage elaborate entanglements of systems often
wind up causing their own cascading failures.
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NEGATIVE
EXTERNALITIES

Many systems have spill-over effects on other
systems, not by accident but because of normal
operations. A negative externality happens when
the benefits of an activity are captured by an actor
but the costs accrue to others. Industrial pollution
is an example of that sort of collateral damage. The
incentives favor continuing harms without some
sort of counter-balance or compensation. No
large-scale human activity is without externalities,
even though many will be mild. The mildness of
harms is why most externalities persist. Yet gradual,
low-key, diffuse side-effects may cause a ot of
accumulated damage if left long enough.
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CHRONIC
DIFFICULTIES

Chronic difficulties may implicate muliple systems.
The combined activities of systems may cause
serious harm, or harm in particular circumstances,
even if each system on its own is fairly benign.
Combined effects can be hard to detect, attribute,
and understand. The problem may be disputed,
especially by those less affected. Unsatisfactori-
ness that is too multi-faceted, fuzzy, contested,
evolving, and sprawling to easily figure out gets
called a "wicked problem."# If unified control over all
the policy instruments is not viable, the problem is
dubbed "super-wicked."S Examples include poverty,
oceanic plastic polution, and global warming. Tack-
ling such problem as a unified effort entails enor-
mous coordination costs. The desired end-state
may be hard to define to everyone's satisfaction.

problem maintenance

What counts as a full-blown "problem"? For psychologi-
cal reasons, humans downplay harms and threats that
are slow-boiling, far-removed, and abstract. Objective
conditions are less important than the ability to sustain
social drama around an issue of shared relevance. A
problem also has to be amenable to redress, otherwise it
remains a "tragedy" to be lived with. Given the limited
number of issues a society can care about at a time,
framing what is a problem becomes a contest. In order to
rouse the complacent and sustain attention, claims
about the severity of the problem ratchet up: (a.) threats
are amplified; (b.) a wider variety of issues are incorpor-
ated into the problem definition (concept creep) to
broaden the scope of concern; (c.) competing concerns
are (d) 1t are di
as dangerous forms of ignorance or malice. Thus, the
process of problem maintenance often gives rise to
crisis narratives. Meanwhile, all sorts of banal and

i system ilities are

occasional disjuncture. Even seemingly
fixed and solid structures are always
degrading under the forces of entropy
without regular maintenance. Thus, every-
thing is in metion (process ontology), just
not at time and spatial scales we are used
to thinking in.

Modern society is speeding everything up
with ever faster technologies and briefer
technological life-cycles. Human-induced
elective pressures in natural ecosystems
are becoming ever more severe. Things do
not last like they used to. At the same
time, systems sprawl further from our
local vantage point. Not only do many
system interdependencies now span the
globe, they reach ever lower depths and
ever loftier heights. For example, Ancient
Roman mines could go 200 meters deep,
whereas today's mines can go down as
far as four kilometers. Neolithic-era wells
could be a dozen meters deep. Today, a
shale gas well may reach a depth of
seven kilometers. Eight millennia ago, a
Mongolian falconer may have birds
patrolling a few hundred meters in the sky.
A modern satellite can be hundreds of
thousands of kilometers above the
ground.

Life is being ever more ized:
human-made systems condition and
constrain a wider variety of social
relations; daily tasks are more reliant on
systems; systems intrude on our personal
sphere more readily, including inside our

ing system vulnerabilities holistically
requires a wider ranging attention that
accounts for various scales and an
extended scope of system activities.

The Pattern Atlas’ treatment
of scale also incorporates
different levels of aggrega-
tion. The mess is made up of
various system entangle-
ments, which in turn are
made up of systems and subsystems,
which are made up of routines and sub-
routines. At low levels of aggregation,
routines operate according to recurring
patterns. As we move up the levels, the
cyclical recurrence become harder to
predict due to the complex, non-linear
dynamics. For the sake of highlighting
particular types of vulner- ability, the Atlas
is divided into four levels of scale. These
are illustrated using four planes, with the
highlighted plane indicating the current
level. What these relative levels represent
in absolute terms depends on the specific
tangles of systems being analyzed.

The growing scale and scope of
entanglement are increases in vulner-
ability in their own right. It is not always
clear why all human activities have to be
or turned into systems with
high-levels of entanglement. Managing
vulnerability often involves setting new
boundaries to partition the sprawl.
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